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We Need Privacy Now

is not for the purpose of providing ben-
efit to the patient, then access should be
restricted.

The digitization of all data in our
society makes privacy of medical
records extremely difficult. With digiti-
zation comes the ability to easily copy,
transfer, and access large amounts of
information cheaply.

In the realm of healthcare, patient
information exists in many forms
beyond that of the patient record. Phar-
macy, laboratory,and radiology databas-
es feed information into the patient
record while standing alone as sources of
patient data.Payors and medical benefits
managers, among others, store patient
medical information, which they use in
the operation of their businesses.
Research databases, built from patient
data, provide academics with valuable
raw material, which helps fuel their sci-
entific pursuits. In some cases, this data is
de-identified immediately (e.g., popula-
tion research database) while in other sit-
uations it is de-identified after its
intended use to complete a particular
task (e.g., insurance claim).

De-identification Myth
Any feeling of comfort associated with
the de-identification of data is alarming-
ly a false feeling. Re-identifying patient
information is a relatively straightfor-
ward activity. For example, reverse
lookup databases can easily link an
address, social security number, or even
an employer/job title to an individual.
They may not work perfectly all the
time, but they re-identify well enough
that corporations frequently use them
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Although a simple definition, it captures
our greatest concern about the digitiza-
tion of our medical information. Who
will access my medical record? Will the
information be used against me? Will it
be released on the Internet?

In the Bill of Rights, the Fourth
Amendment to the U.S. Constitution
states:

The right of the people to be

secure in their persons, houses,

papers, and effects, against

unreasonable searches and

seizures, shall not be violated,

and no warrants shall issue,

Pri•va•cy (n)
The condition of being concealed or hidden. 

but upon probable cause, sup-

ported by oath or affirmation,

and particularly describing the

place to be searched, and the

persons or things to be seized.

Although written to restrict the reach of
the government into the lives of the
people, the amendment represents our
basic expectation of privacy in our lives
across all aspects of society. Over the
past 220 years, this expanded concept of
privacy has become a fundamental
right—woven into the fabric of our cul-
ture—that does not exist in any other
country in the world.

Privacy of medical records is not a
new problem brought on by informa-
tion technology. Even with paper
records, unauthorized access to patient
information frequently occurred. Dur-
ing my clinical training, patient records
were readily available at the nurses’ sta-
tion on each ward. Anyone working in
the hospital could easily walk up to the
chart stand, pull a record and read
freely whatever they wanted. On occa-
sion, an attending would walk off with
a chart, requiring a mad search for it by
the ward clerk. Over time, procedures
were put in place to offer better control
of access and therefore privacy, of the
patient record. Even with these changes,
the record was never kept fully private.

Restricted Access
Electronic patient data may present a
more challenging environment of
maintaining privacy of patient records,
but the fundamental principles remain
the same. Ensuring privacy of medical
records requires that access to a patient’s
record be restricted to those individuals
that need access to provide appropriate
care to the patient. If access to the record
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to identify potential customers or target
market products.

More than two years ago, I warned
that for-profit entities might use private
patient data to market products to con-
sumers.

Patient data may be used to target rele-

vant product ads to individuals based

upon the data contained in the medical

record (Chaiken, 2007).

Today, patient information is actively
being used to target market products
and services to patients. Large pharmacy
chains such as CVS Caremark and Wal-
greens regularly utilize pharmacy infor-

mation to identify patients to whom
they send out email messages, coupons,
and flyers.Although the data they utilize
is de-identified, they employ these
reverse lookup utilities to reconstruct
the information with patient identifiers.

Even with the privacy restrictions
enacted in the American Reinvestment
and Record Act 2009 (ARRA), the
improper use of patient data—defined
as the use of restricted patient data,
without permission, for purposes other
than that related to the direct care of the
patient—will continue to grow at a
quickening rate.

At a meeting with several health
information technology leaders at the
HIMSS 2008 Annual Conference,
Google’s CEO, Eric Schmidt, was cau-
tioned about the use of patient data
contained within Google Health.
Although WebMD and Microsoft cur-
rently acknowledge the privacy rules
outlined in ARRA apply to them,
Google disagrees. The New York Times

quoted a representative of Google in an
article published this summer, who said:

Google is bound by the privacy policy that

people agree to when they sign up

(Freudenhein, 2009).

WOW. To this day I still have not
met anyone who reads those legal
notices we all are asked to accept before
using software or accessing certain web-
sites. To rely on the acceptance of the
privacy policy upon sign up as a defense
for using patient information in any
commercial way deemed appropriate
seems weak and suggests exploitation.

Benefits to Data Exchange
Patient data must be shared to achieve
both personal and societal goals. Facil-
itating the exchange of patient infor-
mation among providers works to
improve quality, ensure safety, and
reduce costs. Although it is true that
we have not achieved to date any-
where near the benefits we envision
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from this exchange, brilliant and dedi-
cated informaticists, clinicians, and
process engineers are working on the
right problems and achieving incre-
mental improvements. As discoveries
are made, best practices spread and
benefits accrue.

Society obtains great benefit
through the generation of research
databases that are mined to learn more
about disease processes and relevant
treatments. In addition, these large
databases provide disease surveillance
data for public health entities looking
for outbreaks or acts of bioterrorism.
They also offer policy makers data nec-
essary for healthcare planning.

With all of the benefits offered by
electronic patient data comes the risk of
inappropriate and exploitive use. The
privacy rules developed from the ARRA
legislation must protect patients from
unwanted marketing of products and
services generated from their own med-
ical data. In addition, severe financial

and criminal penalties must be estab-
lished for the violation of the privacy of
patient data to properly incent payors,
providers, benefits managers, and other
commercial entities to protect and
properly use patient data. Only with
strictly enforced privacy rules can
healthcare information technology pro-
vide the quality, safety, and costs benefits
expected from its deployment. ❙PSQH
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Patient data must be

shared for us to 

achieve both personal 

and societal goals.

Competition for jobs is heating up in the pharmaceutical industry and many are 
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        Pharmacy degrees, designed to accommodate working professionals, that can be 
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